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Do you know him?

yiBl
FEDERAL BUREAU OF INVESTIGATION

CONTACT US ABOUT US MOST WANTED

) o,

Y National Press Releases

v

>

FBI, Slovenian and Spanish Police Arrest Mariposa
Botnet Creator, Operators
Washington, D.C. FBI National Press Office
July 28, 2010 (202) 324-3601
i / viris [ @i Q *] The FBL in partnership with the Slovenian Criminal Police and the Spanish Guardia Civil,

announced today significant developments in a two-vear investigation of the creator and operat
of the Maripesa Boinet. A botnet is a network of remote-controlled compromized computers.
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WEB DEVELOPERS
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At least 9 out of 10 top mobile apps
hacked, study shows

Warwick fAshford & -’ = -
Tuesday 21 August 2012 Eﬂl;l - EE E" £ ﬁshare_ E3 841 < 0| |wrTweet| 25

oS -24
(B

An average of 96% of the top 100 paid mobile apps have been hacked, a study has revealed.

Android is the most susceptible platform, according to the State of Security in the App
Economy report by security firm Arxan Technologies.

The study looked at 230 top apps from third-
party sites outside of the Apple App Store
and Google Pay marketplaces, including the
top 100 paid apps on Android and 105.

Among the paid apps, the study found 92%
of the 105 apps had been hacked, compared
with 100% on the Google Android platform.

Howewver, only 40% of the popular free i05
apps had been hacked, rising to 80% for free
apps on the Android platform.




HP research finds vulnerabilities
in 9 of 10 mobile apps

Summary: Obuious security vulnerabilities are disturbingly common in corporate mobile apps.
If HP can find them, so can malicious actors.

By Larry Seltzer for Zero Cray | Mowvember 19, 2013 -- 13:15 GMT (05:15 PST)
W Follow ({@lseltzer

Tests run by HP Faortify, the company's enterprise security arm, indicate that 90% of mobile apps
hawve at least one security wvulnerability.

The company used their Fortify On Demand for Maobile product to test the security posture of
2,107 applications published by 6801 companies on the Forbes Global 2000, Only 10S apps were
tested, but HP says that there is good reason to believe the same problems exist in any Android
counterparts.

Owerall, the problems fell into one of four categories. The analysis showed that 826% of apps that
accessed potentially private data sources, such as address books or Blusetooth connections,
lacked sufficient security measures to protect the data from access.

85% of apps tested lacked binary hardening protection. This refers to a group of techniques,
many implemented simply with checkboxes at compile time, which protect against certain attacks,
likke buffer overflows, path disclosure and jailbreak detection.



The secunty specialists grouped the secunty vulnerabilities in four categories:

X 86% of mobile apps lacked of sufficient security measures to protect private data

(e.g. Address books, User data).

X 56% of mobile apps tested lacked binary hardening protection, these apps have
resulted vulnerable to certain attacks, including buffer overflows. jailbreak

detection and path disclosure.

X 75% of mobile apps did implement data encryption for storage operations, the
application stored in clear text also personal data like passwords, personal

documents and chat logs.

X 18% of mobile apps transmitted data over the network without using SSL
encryption, but what 1s also concerning i1s that another 16% of apps used S5L
incorrectly. In both cases resulted that private data was transmitted in the clear

or anyway accessible by an attacker that share same network connection, the
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Android Heartbleed Alert: 150
Million Apps Still Vulnerable

Android developers are starting to patch OpenS5L flaws. Meanwhile
Apple ships an 55L fix for i05 and OS X.

Warning to Android users: Mo patches are available for 130 million
downloaded Android apps that remain wulnerable to the OpenssL
wvUlnerahility known as Heartbleed. That finding comes from the security firm
FireEye, which scanned more than 54 000 apps available via Google Play
that have been downloaded at least 100,000 times.

The good news, howewer, is that since the Heartbleed wulnerability came to
light on April 7, developers have released patches covering about 70 million
previouslhy wulnerable apps, thus taking a hig hite out of what had been 220
rillion unpatchable apps.

That decline reflects Android app developers updating their wares with 3
patched wersion of Openssl, thus helping safeguard users from the
possibility of malicious servers exploiting the bug to steal data from their
devices. "We hawe notified some of the app developers and library wendors
about the Opens5Ll Heartbleed wulnerability found in their products ,* FireEy




WhatsApp Flaw leaves User Location Vulnerable to
Hackers and Spy Agencies

Tuesday, April 15, 2014 by Swati Khandelwal
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If you are using WhatsApp to chit-chat with your friends or relatives, then you should be careful about

sharing your location with them using WhatsApp ‘Location Share’ feature.




iIBanking Android Malware targeting Facebook Users
with Web Injection techniques

Wednesday, April 16, 2014 by Swati Khandelwal

f3 facebook

with friends and the world
ou on Facebook.

Activate device admini

B3 receooon & facebook

e | : - Connect with friends and the world
A ional text explaining wny thus
needs 10 be add around you on Facebook.

Activaung this adminmistrator will allow
app Facebook to perform the following
operations

Your New Token:

598139437

is password for quick
s to facebook, please

Erase all data

Erase the phone's data without
warning by performing a factory
data reset

Lock the screen Generate Password Token
Control how and when the screer
locks

Cancel Activate

|

iBanking is nothing but a mobile banking Trojan app which impersonates itself as a so-called 'Security

App' for Android devices and distributed through HTML injection attacks on banking sites, in order to
deceive its victims.
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Kaspersky says ...

98% of modern mobile threats
target Android. For iOS and WPS,
you can stay adequately
protected with Kaspersky Safe

Browser
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Lock it and don’t use t?
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WHAT*S




It started ...

> That shall

> not be named?




Things

> Need for testing mobile apps

> Mobile app development feels
like late 90’s development

> Our own analysis
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Why?

> Developers focused on features
not security

> Developers not aware of
underlying platform

> Users don't care about security
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Complicated!

APPLICATIONS

APPLICATION FRAMEWORK

LIBRARIES ANDROID RUNTIME

_—
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Mobile App pentest

> Start emulator with proxy

> Install ap

> Use Wires

O in emulator

nark, Fiddler &/|| Burp

to monitor network traffic

> Run app, see logs, dumps
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Classics

WhatsApp WhatsApp Burp

Original Generated

Certificate Verisign ? PonS(ingger? Certificate

&( , encrypted . F11S encrypted

WhatsApp Burp-Proxy iPhone
server

-

Clear-text
B~
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Target | PrnxyT Spider I Scanner I Intruder T Repeater T Sequencer I Decoder I Comparer T Options T Alerts ]

Intercept | History T Options ]

Filter: Hiding CSS, image and general binary content |_?
# A4 Host | Method | URL | Params | Maodifi... | Status | Length | MIME type | Extens
o T T RS T T TG W TS T TG & TT T T T TSI RIS O ¥ £ O T PR T T — = — [aTar) T ToT BT

Tz http: ffadserver. fugo. mobi GET fadsfgeomap. php?platform=and... [ [l 200 255 text php |"
73 hittp:/fmob. adwhirl. corm GET fgetinfo. phptappid=f3743cohb9cl... [ O 200 Y11 JSOMN php

74 http:/fi.w.inmobi.com POST /showad. asm # O 200 1541 MKML a5Mm

77 http:/fmet. adwhirl. com GET Jjexmet.php?appid=f3743c9b9cl... EI O 200 119 HTML php E
78 http: ffkelimeavisl. fugo.mobi | GET JservicesV2_Slfinfo.php?nudid=. .. [+ (] 200 905 text php_l'l
ELS J £

j Request T Rezponse ]

j Raw T Params T Headers T Hex ]

GET
[services\/2_SLfinfo.php?nudid=354406042390139b4:07:f9:8d:6b:83&udid=354406042390139&agent=android 3&wver=3.1.3
:hash=49%eebfd23d007af336cd04f44c50ffc HTTPR/1.1

|iser-Agent: Dalvikf1.6.0 (Linux; U; Android 4.2.2; GT-19000 Build/|DQ39E)

Host: kelimeavisl fugo.maobi

Connection: Keep-Alive

sccept-Encoding: gzip




Reply

Target | Proxy T Spider T Scanner I Intruder T Repeater T Sequencer T Decoder T Comparer T Options T.ﬂ.lerts ]

Intercept | History T Options ]

Filter: Hiding CS5S, image and general binary content |i
# 4| Host | Methed | URL [ Pararmns | Maodifi... | Status | Length | MIME type | Extens

. SO T—— e ST TR S Y E S e TR T ETE— =7 — o oo T e
72 http: /fadserver.fugo. mobi GET fadsfgecmap.php?platform=and... [ O 200 255 text php 5
73 http: /fmaob. adwhirl. com GET fgetinfo.phpfappid=f3743c9b9cl... [ O 200 GEa JSON php =
74 http: /i w.inmobi. com POST /showad.asm [ O 200 1541 XML asm
77 http: /fmet. adwhirl. com GET Jexmet.phpfappid=f3743cabscl. .. [ O 200 1148 HTML php r
78 http: ifkelimeavis| fugo.mobi | GET fservicesV2_SLl/info.php?nudid=. .. [ ] 200 a05 text php | ¥
- E\ vy T

| Request | Response 1
jRaw THeaders THE}{ ]

Content-Length: 448 A
Date: Sat, 30 Mowv 2013 11:14:15 GMT

¥-varnish: 1685575935 1695575798

Age: 1

Via: 1.1 varnish

Connection: keep-alive

MBBXwfrbrAal307KDIgf7MZyEZbOhng5Rgo07Yhdw3Hs8izrSikFh27erH]f1svP3Fre]JctH1gnfNIPAg)8INXd5Zzjo
2KIPnAvhhPzRAAITE3K/jIVBO4G6 +FKstjDOF/0e95WYhA9Czwly3kNGUBMINGaivh 10 hXAIUHNBDMYSpXAQrAdh
+RxIS +3LMnELTPS5g8uFTwilUBiulj/Ulve2Ns +CGX/erw]|EARQb2105ZhaWzQVbh7TPpvMVZFuCthCJMvTMHAQXjvb]l
azphbliPqQUENGT9ifWE8BPbe9)ycBUGX58NGpgEy]13dVLIDUEXsDyD 7x+4n7th+anuDv3NFv4R991TZLIEUMdB7 fr8

KZsh]/TEkK7/P1lxrghaT7floV t:



Android Applications

> .apk (Android Package) format
> Nothing more than a zip

> Written exclusively in Java, with native
libraries in C/C++.

> Composed of components like Activities,
Services, Broadcast Receivers, etc.
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aapt

Manifest | - -+ » Create packaged rﬂnLﬂ'nlJ f

—a LI —

Resources javac | dx
> comple  =[To Daikbyecodss
: ! o
Assels | o »[ classes. dex J
_ | apkbuilder-u |
Source code . . | Creale unsigned apk =
Libraries Y
‘Llnsign ed apk ‘ Signed apk .
K&y . )
J i
' , ' :
> Signapk | - Publish or Test |
. ]:arlsllglriéf' . e
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Reversing APK
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Q #]
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> Ba smali
> APKTool
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or convert to smali and then analyse the code

adb pull /data/app/appl.apk
unzip appl.apk

java —-Jjar baksmali.jar -o C:\pentestl\app\classes.dex

#/viris[ @ # Q %]




[f} Java Decompiler - GameView.class

File Edit Mavigate Search Help

AR ARG

J classes_dex2jarjar » ]

5-[J] GameView
=& GameView

A UlView
B: Ullabel

C: UlLabel

D UlView

E: UlmageView
F: UlLabel

G: UlLabel

H: UlLabel

I: UlView

1 UlLakel

K : UlLabel

L: UlLabel

M : UllmageView
M : UlmageView
O UlLabel

P UlLabel

G UlLabel

R UlLabel

51 UlView

T: UlTextField

U UIButton

Vi Ullabel

W UlView
Hoaint[]

Yint

Ziint

aa:int

ab:int

ac:int

ad:int

ae: FugooBoard

[ a.dass

] b.dass ] FugooBoard.dass

I FugooCell.dass ] ai.class I aj.class

] ResultView, dass

] GameView.class

}
}

{

{

this.X[]] = 1;
}

public wvoid dumpinswers()

this.zi = 0;
while (this.v.b.getChildCount({) > 0}

this.v.b.removeViewht (0} :|

int 1 = 07
int j = 1;
int il = -1;

if {1 < g.a.M.3ize())

String str = (Stringjo.a.M.get{i):
if (str.length({) '= il)
{

a{str.length(}}:

il = str.lengthi);

}
if {({!g.a.0.containsKey(str)) && (J
{
a{atr, true, i):
1=0
1
while (true)
{
i++;
break;
a(atr, false, 1i):
1

1= 1))



public Eoolean ScnrqsendtSEIing paramstringl, String param3tring?)
{

String str = new Parser().parseHIML("http://my-own-gamme. com/ahi/save.pap?t=" + paramStringl + "&y=" +

Log.1("Log - Response”, str + "|");
Boolean localBoolean = Boolean.valueQf (falze);
if (str.contains("Snranicng”))
localBoolean = Boolean.valueQf (true),
return localBoolean; public class HttpCall
{

} private static String SECURITY TOKEN = "RES4DFEMADF4US4MNSDF3245F3ADRSCAR4GASDFF94™
private CookieStore cookieStore = new BasicCookieStore():
private Httpllient httpllient = new DefaultHttpllient();

private Httplontext locallontext = new BasicHttplontext():

public Httplall()
{
this.locallontext.setittribute ("http.coockie-store™, this.cookieStore):

}

ff ERROR f/
public String call (String paramString)
{

/ i ; I 3 o

: new 52 org/apaches/http/client/methods/HttpPost

3 dup
4: aload 1
S5: inmvokespecial 55 crg/apache/http/client/methoda/HetpPost:<init> (Ljawva,
Y 2: aatore 2
#/Vlrls[@ 9: aloa E

12: getstatic 18 com/ttech/turkcell adk/util /HEtpCall : SECURITY TOEEN Liava/]



public

{
this.m zerver = Jerver. get8erverConfig(this.m _dbDat
if (this.m server == null)

this.m 34 Server (. Ve /i 1] op_init", "init myApp", "MyP

public v onCreate()
{

super.onCreate();
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Static

> Able to read Java code
> Cannot see all runtime replies

> Obfuscated?

> Identify important segments in
code
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> WebView add]avascrip
Execution (September 2 , 2013,

)

» grep -r -n -i --include=%*.java
add]avascriptinterface *
> Result.html
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https://labs.mwrinfosecurity.com/blog/2013/09/24/webview-addjavascriptinterface-remote-code-execution/

apkyzer

Results for regex expression: http:|https:|file:|ftp:|pop3:

root/android/apkyzer/source/com.jgames.shapegame-1/java/com/google/ads/m.java

16: public final com.google.ads.util.i.c e = new com.google.ads.util.i.c(this, "mraidBannerFPath",
"http://media.admob.com/mraid/vl/mraid app banner.js");

17: public final com.google.ads.util.i.c f = new com.google.ads.util.i.c(this,
"mraidExpandedBannerPath"”, "http://media.admob.com/mraid

fl/mraid app expanded banner.js");

18: public final com.google.ads.util.i.c g = new com.google.ads.util.i.c(this,
"mraidinterstitialPath", "http://media.admob.com/mraid/vl/mraid app interstitial.js");

12: public final com.google.ads.util.i.c h = new com.google.ads.util.i.c(this, "badAdReportPath",
"https://badad.g (

root/android/apkyzer/source/com.jgames.shapegame-1/javal/com/fjgames/shapegame
HighScores.java

37: startActivity(new Intent("android.intent.action. VIEW", Uri.parse("http://fimgwerx.com/games
fcopycat/highscores.php")));
230: httppost = new HttpPost "http:/fwww.imgwerx.com/games/copycat/submit score.php");

root/android/apkyzer/source/com.jgames.shapegame-1/javalfcom/jgames/shapegame/Info.java

48: startActivity(new Intent{"android.intent.action.VIEW", Url.parse("http://imgwerx.com/")));
84: private final String webUrl = "http://fimgwerx.com/';
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Dynamical analysis

> Monitoring/changing traffic with
Proxy

> Debugging

> Remoting
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Debugging vs remoting

> Higher level view

> Better idea how application
works

> Java like access to objects,
methods, variables

> Interaction with application
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Vaccine

> Fino (https://github.com/sysdream/fino)
> Repackaging

> Service injection

> Injecting Beanshell

> Connection and Dynamical
analysis
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B

. PR = Vaccine
= Tools
L
Bash Script
Vaccine Service i ]
. _ ADT Bundle (aapt, adb)
e F | -
adbk, TCP
SmalifBaksmali
’ . 1
I Jdarsigner
L Linzip
‘ Libraries
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Features

> Access all variables

> Change values of variables
> Call functions

> Use variables and scripts
> Use full beanshell

> Write Java code
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Features

> Access all variables

> Change values of variables
> Call functions

> Use variables and scripts
> Use full beanshell

> Write Java code
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Disclaimer

This presentation was created for educational
purposes. We will not take any responsibility for
any action you cause using the information
shown in this presentation. Please do not
contact us with blackhat type hacking requests.

Thanks!

Original taken from: http://www.lo[].ro/
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./vaccine.sh -i a id.apk -p 88

And pray to the DEMO gods ;)
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Possibbilites

> Many apks:
» gmail, dropbox, playstore, games...
» Messaging, settings, browser...
> Getting Phone instance
> Using phone as framework(Quick SMS)
> Sending class 0 sms

> Extending by writting beanshell scripts

#/viris[@ # Q *]



Northeastern University
Systems Security Lab

-

Android DDI: Dynamic Dalvik Instrumentation

30th Chaos Communication Congress
Hamburg, Dec. 29th, 2013

Collin Mulliner
collin[atimulliner.org twitter: @collinrm

NEU SECLAB
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Shell— 5 pra—

/helloWorld | /system/bin/linker ->
. Dynamic Linker

user APK B!
‘ Bionic ‘
| l _libe mut()
execve .
\ ‘J ‘
‘ l\ exit ()
\ . — native libraries
SYS_execve SYS_exit |
check&load
binary start loader
—— )'
Kernel
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Next presentation title?
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Final thoughts

> One script, one tool (never be
finished)

> Help testers, researchers,
(hackers, cheaters)

> Open for suggestions,
improvements, comments
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Tips

> Know your platform (this means
read at least 1 more book different
then i0S/Android in 10 minutes)

> Know how things are made off

> Know where thing are stored (save,
Conf,cache,logs)
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LEAST

O 2013 www.rebuses. co
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