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Telecom Overview 
Evolution from 2G to 3G 
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Practical Attack Scenarios 
SS7 Attack Vectors 
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Siemens MSC 

MSC: 5-50 per MNO 

Connected to 20-50 BSC 

In charge of call establishment 

Interfaces the BSC toward the rest of the network 

Connects the calls of the mobile users 

UE is attached to one MSC 

MAP Protocol 

Generates CDR (Charging Data Record) 

Security impact: Key compromise, content 

compromise, regional DoS, location tracking, é 

MSC 
Mobile Switching Center 
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HLR: 1-20 per MNO 

ñHeartò of SS7 / SIGTRAN 

Subscriber database 

IMSI 

Authentication (AuC) : Ki 

Current subscriber location 

Supplementary services 

Queries from international partners (roaming) 

MAP Protocol 

Security impact: Key compromise, global DoS 

HLR / HSS 
Home Location Register 

Home Subscriber Server 

NSN HLR / HSS 
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HLR / HSS 
Home Location Register 

Home Subscriber Server 

Iôm Root ! 
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Global SS7 network 
ÅPrivate and secure SS7 network ? 

 

ÅInterconnects many actors 

ÅDifferent views depending on  
interconnection point 

 

ÅMalicious entry point to SS7 network:  

ÅThrough any unsecure operator and attack other 
operators from there 

ÅFrom Network Element OAM interface exposed on 
Internet 

ÅThrough compromised Femto Cell 

Åé and more é 
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SS7 / SIGTRAN Stack 
Protocol Layers 

SIGTRAN MAP Stack 

SIGTRAN 

Adaptation Layer 

SS7 Session Layer 

Routing Layer 

Application Layer 
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SS7 / SIGTRAN Stack 
Addressing schemes 

Point Code (PC) 

14 or 24 bits address. 

Equivalent to MAC address. 

Global Title (GT) 

Length up to 15 digits. 

Looks like a phone number. 

Equivalent to IP address. 

SubSystem Number (SSN) 

Identifies application or service on 

Network Elements. 

Equivalent to TCP port. 

In Telecom networks a multitude of addressing schemes are used to 

identify Network Elements, subscribers, applications 

International Mobile 

Subscriber Identity (IMSI) 

SIM card number 

International Mobile 

Equipment Identity (IMEI) 

Device serial number 

Mobile Subscriber ISDN 

Number (MSISDN) 

Phone number 

SS7 Routing criteria: 

PC / GT / SSN or combo 

STP 

NE NE 
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ÅAbusing legitimate messages (SRISM, SRI, ATI, é) 

ÅSending from any international SS7 interconnection 
 

ÅSteps: 

ÅDiscovery scan and GT mapping: SCCP + TCAP 

ÅAdvanced attacks: specific MAP messages 

ÅTargets: 

ÅAttacking operators infrastructure 

ÅAttacking subscribers 

Practical Attack Scenarios 
Scan methodology 
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Discovery phase 

ÅPublicly available information 

ÅInternational PC lists 

ÅGT prefix / country / operator 

ÅSubscriber MSISDN lists 

ÅProbing from UE 

ÅSS codes: *#61# 

ÅSend SMS to your own SMSC 
to find your current MSC 

ÅChanging GT prefix length 

ÅScan around confirmed targets 

Finding the first targets 
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Discovery phase 
TCAP scan example Scan ! 

HLR Found! 


