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Telecom Overview

Evolution from 2G to 3G
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Practical Attack Scenarios & ===

SS7 Attack Vectors

e Social Engineering SMS

MAP PRN:
MSRN Pool Exhaustion

s %
BSC 1 1
MSC / VLR
HPLMN @
* e SS7 Stack crash
STP ' * Remote2G/3G DoS
# HLR

o/SMS Firewall
bypass

SMS Firewall

SMS Spoofing

e SMS Spamming NAT1

National SS7
‘ No Home Routing
SCCP GT Spoofing
MAP PSI: Subscriber SCCP Routing abuse
Location leak y

SCTP Fingerprinting
M3UA Topology leak
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MSC

Mobile Switching Center

«» MSC: 5-50 per MNO

» Connected to 20-50 BSC

» In charge of call establishment

» Interfaces the BSC toward the rest of the network
» Connects the calls of the mobile users

» UE Is attached to one MSC

= MAP Protocol

x Generates CDR (Charging Data Record)

» Security Impact: Key compromise, content Single Rack Spaticl Wireloss

Cull Server and Media Gateway
Configuration

'Siemens SC
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HLR / HSS -

e O i

Home Location Register
Home Subscriber Server

» HLR: 1-20 per MNO
« Hearto of SS7 [ SIGTRA
« Subscriber database

x IMSI

« Authentication (AuC) : Ki

« Current subscriber location

« Supplementary services
« Queries from international partners (roaming)
= MAP Protocol

« Security impact: Key compromise, global DoS

NSN HLR / HSS
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HLR / HSS

Home Location Register
Home Subscriber Server

= |l Om Root |
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Priority One Security

Global SS7 network

APrivate and secure SS7 network ?

Alnterconnects many actors

ADifferent views depending on
interconnection point

International SS7
ccccccccccccc

AMalicious entry:point to- SS7 network:

AThrough any unsecure operator and attack other
operators from there

AFrom Network Element OAM interface exposed on
Internet

AThrough compromised Femto Cell
Aé and more ¢
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SS7 / SIGTRAN Stack

Protocol Layers

SIGTRAN MAP Stack
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SS7 / SIGTRAN Stack

Addressing schemes

International Mobile
Subscriber Identity (IMSI) SubSystem Number (SSN)
Sl ) misie” Identifies application or service on
Internatlonal Moblle Network Elements
Equipment Identity (IMEI) oy valei o TEF pért

Device serial number
Mobile Subscriber ISDN :
Number (MSISDN) clelosl e (G
e [ Length up to 15 digits.
Looks like a phone number.
Equivalent to IP address.

Point Code (PC)
= 14 or 24 bits address.
Equivalent to MAC address.

e P SS7 Routing criteria:
NE Y - NE PC/GT/SSN or combo

P1 Security T Hackito Ergo Sum 2014 © 2014 - P1 Security, All Rights Reserved




Agenda

Overall telecom architecture
Architecture diagrams for 2G /3G
Most important Network Elements
SS7 stack and interconnections

Practical attack scenarios
Mapping the SS7 network
Tracking userlocation
Sending spoofed SMS
Demo

P1 Security i Hackito Ergo Sum 2014

1) P1 Security

Priority One Security

© 2014 - P1 Security, All Rights Reserved



Practical Attack Scenarios @ ===

Scan methodology

AAbusing |l egitimate messag
ASending from any international SS interconnection

ASteps:
ADiscovery: scan and G T mapping: SCCP. + TCAP
AAdvanced attacks: specific: MAP messages
ATargets:
AAttacking operators infrastructure
AAttacking subscribers
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Discovery phase

Finding the first targets

.'}I.-E:.‘.. -1 GoodWillComm Ltd.
3-246-2 Service Ltd.
g : Z . 3-246-3 Black Sea Telecom Ltd.
APublicly available information = [
Germany
: g 20330 Disseldort Viaphone GmbH
Alnternational PC lists 2.033-1
2-033-2 Frankfurt Vodafone D2 GmbH
o 2.033-3 Disseldorf Vodafone D2 GmbH
AGT prefix / country: / operator Be®
2-033-5 Haar CompleTe! GmoH
. . 2-033-6 Stuttgart T(é_c,aor Communikationsnetze
AS u bSC” be r I\/I S I S D N I IStS 2-033-7 Frarkfurt }éPN Telecom BV

2-034-0 Stuttgart Star Telecommunications Deut
et Frankfurt am Main  ICS Interactive Communicatio

AProbing from UE
ASS codes: *#61#
ASend SMS to your own SMSC j

Singapore -

to find your current MSC

Singapore -

AChanging GT prefix length -
+65812, +65830, +65831, +65834, +65842, +65843, +65867, +65901, +6!
+65911, +65912, +65913, +65915, +65917, +65935, +65937, +65939, +6¢

ASCan around confirmed targets Hoa0s 102000, onane. 16o000. seepant SoceiEn reranis toouas

+658261, +658262, +658263, +658264, +658265, +658266, +658267, +6°
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